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Motivation One of the first bugs

The JO)‘Of Tech by Nitrozac & Snagay discovered by fuzzing
The Int t of things... i
e Internet of ransomware things Blf%ﬁ%l%ﬂ (>3O years Old)

SMOKE, L MIGHT
ON STRIKE i
HUNGRY? UNTIL YOU JUST LET YOU
PAY UP AND SEND MONEY SLEEF.

Example Vulnerability

ILL UNLOCK THE NEXT TIME
'Nhggﬁp.rm' YOU LEAVE, IT'LL MY ALARM
" I‘LL BE COST YoU 100 SYSTEM IS
OR I’LL ONLY || [BURNING THE BUCKS TO GET GOING TO 6O . |
TOAST IF YOU BACK INTO THE  [Ili| OFF RANDOMLY while ((cc = getch()) != c)
DON‘T GET HOUSE, UNLESS THROUGHOUT
YOU GIVE ME THE NIGHT,
UNLESS YOU {
“DONATE®.
[ )
buf[i++] = cc;

EXCUSE US

PISHES CAN WHILE WE _ }
WIRE MY WAIT, I'M PARTICIFATE L‘M TURNING
HACKER $100 BUSY MINING IN A DDOS OFF THE
c‘% 'Ll %E;EAEEE BITCOINS. : ATTACK. HEAT UNTIL
' MOT YOU WARM UP
BLOWDIRT AL (s WY BANK 1. No check on the length of buffer buf
OVER THIS ACCOUNT!
PLACE!

2. Write own code on the stack
3.

I’LL START
YOUR CAR, BUT
ONLY TO TAKE
¥OU TO YOUR
BANK TO MAKE
A TRANSFER.

SEND ME $25 OR
IL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOQUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

IF YOU DONT
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

= With testing for positive cases, bug can remain hidden

4 Christopher Huth | 2023-01-25 BOSCH




Agenda

1. Motivation

2. Theory
1. What is fuzzing?
2. How to talk about fuzzing?
3. What can be fuzzed?
4. What fuzzing types are there?

3. Practice
1. Toy example — set up a fuzz test
2. Real world example — optimize a fuzz test

4. Challenges and good practices

Christopher Huth | 2023-01-25 BOSCH



Fuzzing in Software Engineering and System Security

— requirements, design, construction, testing, and maintenance and an eXpe_Cted result. .
. . Test generation, test execution,
— Manual testing bound to human resources, e.g. time and checking test result can be

— Automated testing limited in creativity automated very well.

= System security

= Security by proof (static)

= Security by testing (dynamic)
® Software is provably secure

® Software is tested

® certain bugs cannot occur ® Successful attacks are unlikely

® always acts according to a model

® Successful attacks have high complexity
® Requires (expensive) mathematical proof

® No guarantee that software is bug free

“Beware of bugs in the above code; | have only

“Testing shows the presence, not the absence
proved it correct, not tried it.” — Donald Knuth

of bugs.” — Edsger W. Dijkstra
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What is Fuzzing?

D¥PiKsI {0l ,-B

*H?HET<Sx”) Hwi?\

F 5 (Agqs8“0AEIJHCIY Program
Uzzer T€0mix8ag: o ”

£2FaE9—rEU, KU4U (U nder teSt)

euw i ™(Tg®° &ay

feedback

= Fuzzing was coined in 1989, when Miller et al. used a

random testing tool to investigate the reliability of UNIX tools.

= Fuzzing automatically generates

= random data
= and provides this data as input to a software under test.
= Software under test is monitored, e.g. for crashes.

Christopher Huth | 2023-01-25

= Dynamic (code runs)

= Bug must be executed

= Bug should be observable
= (Semi-)random* input

* Input should be ‘valid enough’ to pass
early sanitizations and ‘invalid enough’
to explore unknown test cases.

An Empirical Study of the Reliability
of

UNIX Utilities

Barton P. Miller

bart@acs.wisc.edu

Lars Fredriksen
L.Fredriksen@att.com

Bryan So
so@cs.wisc.edu

Summary

Operating system facilities, such as the kernel and utility programs. are typically assumed to be reliable. In

our recent experiments, we have been able to crash 25-33% of the utility programs on any version of UNIX that was

tested. This report describes these tests and an analysis of the program bugs that caused the crashes.
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What is Fuzzing?

= Dynamic (code runs)
= Bug must be executed
DYBIKsT w(01 -8 = Bug should be observable
Fuzzer 6<Oq88§)5\ .| Program » (Semi-)random* input

£2FaE9—rEU, KU4U V (U nder teSt)

euw i ™(Tg®° &ay

* Input should be ‘valid enough’ to pass
feedback early sanitizations and ‘invalid enough’
to explore unknown test cases.

» Fuzzing became really popular in the wild with AFL (2014 - 2017)

written by Michal Zalewski. o smeriean fummy Top 0470 Cresdpne)
» Coverage-guided fuzzing automatically generates s | B8 B 8 R 285K R
= unexpected, malformed, or random data 1 :Jq e rpuj | 25 biisTume
= and provides this data as input to a software under test. e el | a7885E o b0 S AT
= Software under test is monitored, e.g. for crashes or hangs. fqggiz;dj,m %, 6/14.4k I”é%}’ugl‘g%:

: 31/126k, 3/45.6k, 1/17.8k : 114
: 1/15 8k, 4/65.8k, 6/78.2k :
: 34/254k, 0/0

2876 B/B;l (61.45% gain)

https://en.wikipedia.org/wiki/American_Fuzzy Lop
https://lcamtuf.coredump.cx/afl/
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What is Fuzzing?

Dynamic (code runs)

Bug must be executed

Bug should be observable

D¥Di}§§l {0 ,-B

Fuzzer Seotien | Program
€0mix8ag: 0

£2FaE9—rEU, KU4U (U nder teSt)

(Semi-)random* input
euw i ™(Tg®° &ay

% * Input should be ‘valid enough’ to pass
feedback

early sanitizations and ‘invalid enough’
to explore unknown test cases.

= Qverall goal is to validate a robust program behavior.

= When a program accepts data from an untrusted input (or faulty in general), unwanted and observable
behavior should be avoided.

= |n more detail, fuzzing metrics, such as code coverage and time, can be maximized.

= Fuzz testing can detect bugs which can lead to vulnerabilities, i.e., discovers symptoms for
exploitable bugs.

= The generated input that triggers a bug is saved, and thus provides a reproducible test case, e.g.,
for regression testing.

Christopher Huth | 2023-01-25

BOSCH



1
2
3
What is Fuzzing? -t mpl *
— =
al IS FuUzzZing : oy exampie :
:
1 #include <stdic.h> 8
3
2 10
3 #define BUFFERMAXSIZE 5 o
N ¥
5 int main{ ) {
B char buffer[BUFFERMAXSIZE];
7 int bufferIndex = @;
3
o while (bufferIndex < BUFFERMAXSIZE){
1@ buffer[bufferIndex] = getc(stdin);
11 butferIndextt; §§
2} -
13 25
14 if (bufferIndex »= 3){ ;
15 if (buffer[8] == 'B'){ :
16 if (buffer[1] == "U'}{ :
17 if (buffer[2] == 'G"){ 7
13 if (buffer[3] == "!"){ 9
19 printf{"Memory leak found!\n"}); ﬂ
28 printf({"%c", buffer[BUFFERMAXSIZE+12]); i
21 } :
22 I 16
. 17
23 h With feedback (fuzzer 1z
24 i
e . learns), 5m + bug found Ez
26 23
24
27 printf("SUCCESSFUL TERMIMATION!'n"); 25
28 return @; i?
2 )
1 O Christopher Huth | 2023-01-25
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L

: #include <stdic.h>
: $define BUFFERMAXSIZE 5

int main{ )} {

char buffer[BUFFERMAXSIZE]:
int bufferIndex = 0;

while (bufferIndex « BUFFERMAXSIZE) {
buffer[bufferIndex] = getc{stcdin);
bufferIndex++;

i

if (bufferIndex >= 3){
if (buffer[0] == 'B'){

h

printf ("SUCCESSFUL TERMIWATICM'\n"):
return 0;

$include <stdic.h>
$define BUFFERMAXSIZE S
int main{ )} {
char buffer [BUFFEBRMAXSIZE];
int bufferIndex = 0;
while (bufferIndex < BUFFEBMAXSIZE) {
buffer[bufferIindex] = getc(atdin):

bufferIndex++;
}

if (bufferIndex >= 3){

if (buffer[0] == 'B'){
if (buffer[l] == 'U"}!{
if (buffer[2] — 'G"){

if (bufferf3] == "!"){

t

printf ("SUCCESSFUL TERMINATION'\n"):
return 0;

BOSCH




Fuzzing Mythbusting

= Mythbusting !
" Fuzzing is enly for security researchers,er security teams, developers, and testers; i.e. everyone

" Fuzzing enly finds seeurity—~vulnerabilities all kinds of bugs

= We den’t need fuzzers if our project is well unit-tested

*—Our-projeectis-seecure-if there are no open bugs, they haven’t been found yet.

= Side notes
®  Fuzzingis THE bug-finding test method. Championed by Google? and Microsoft3

®  “Fuzzingis an art” — Easy to get into, hard to master

1 Points taken from Arya and Chang “ClusterFuzz: Fuzzing at Google Scale”, blackhat Europe 2019
2 Fuzzing found more than 25.000 (ca. 80%) bugs in Chrome and ~22.500 bugs in 340 Open Source Projects

3 Every Microsoft software is fuzzed; Microsoft offers fuzzing-as-a-service

Christopher Huth | 2023-01-25 BOSCH
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Coverage-guided Fuzzing with AFL

configuration
Corpus of
interesting
” test cases

0. Set up test system and write harness.

!

1. Test target is instrumented, so that coverage

ator

A

Inputs and mutations are Fuzziengine

during runtime is visible.

}

_>2. Fuzzer takes input from queue and applies a
chosen mutation.

chosen based on some
learning, e.g. fitness
values.

Inputs gets better and

y
test|case

[;x1-GPZ+wccke] J NOJ+2#676\e?]9
1u2_%'4GX"OVUB [H/ r~fApubb8<{si
982h.6{V,hr?; {TH. r3PTxMMMV6 {xS"
+'Hq ! AxB"YXRS@ | Hd6; wtAMe FFWM (" | °
J_<1~0}2z3K (CCzRH JIIvHz> *.\>Jr
lU32~eGP?lR:bF31;y$3lon<889l5"

3. Current test case is injected in software under better over time. e B

test via harness. % e - %

} Ei . o

4. Software under test is observed for unwanted |5

behavior (e.g. crash). PR SR w8
Fuzzing is not functional security testing; ) eise teout << Nersort << L1

return 0; }

endl; } I

5. Coverage is collected and fed back to fuzzer. no assessment of presence/effectiveness

of security functions.

| 6. Fuzzer updates fitness values of test cases and

repeats at 2. Fuzzing is not penetration testing; think

more of fuzzing like robustness testing.

Christopher Huth | 2023-01-25



Terminology

Fuzzing or fuzz testing is the overall term.

Fuzzing engine a.k.a. fuzzer is a program that produces an infinite stream of inputs for a
target and orchestrates the execution.

Fuzz target is a binary, a library, an API, or rather anything that can consume bytes for input.

Glue code or wrapper or harness connects a fuzzer to a fuzz target.

Input or test case is a sequence of bytes that can be fed to a target. The input can be an
arbitrary bag of bytes, or some structured data, e.g. serialized proto.

Coverage is some information about the behavior of the target when it executes a given
input.

Instrumentation is used to make coverage metric observable, e.g. during compilation.

Mutator is a function that takes bytes as input and outputs a small random mutation of the
input.

Corpus (plural: corpora) is a set of inputs. Initial inputs are seeds.

Configurations tune a fuzzer or campaign for a fuzz target.

https://github.com/google/centipede#terminology

Christopher Huth | 2023-01-25

(¢
configuration
Corpus of
interesting
ator ” test cases
_ A
<
Fuzziengine
y
test|case
[;x1-GPZ+wccke] 4, N9J+2#6%6\e?]9
luz7%'4GX"0VUB[E/E’“prL\6b8<(Q¢Sl
q82Zh.6{V,hr?; {T{. r3PIxMMMV6 {xS"
+'Hq!AxXB"YXRS@ ! Hd6; wtAMe fFWM (" | *
J_<1~0}z3K(CCzRY JIIvHz> *.\>Jr
lU32~eGP?lR:bF31;y$310dQ<138915"
y
-— #include <iostream> e
Q@ | using namespace std; Q
Q0 | int main O ¢ \ ©
5 |mite (lee = gecen0y 1= o) ‘_ Ee]
gl -
N buf[i++] = cc; -
N | £ L
= B} c ()
- | _
int a = 100; uo
if(a ==10) { \ — ©
cout << "10" << endl; =) A
} else if( a == 20 ) { -— g
cout << "20" << endl; . | o)
} else if( a == 30 ) { ¢ O
cout << "30" << endl; y ’_
} else {cout << “error" << A.__.|
endl; }
return 0; } I
N —




Metrics

= Measuring different fuzzers, or fuzzing runs, is hard, because fuzzers are usually non- configuration o] FB~ Corpus of
deterministic. = Tinteresting
. . . . . ope . ator - testcases
" An ideal metric would be the number of (possibly exploitable) bugs identified by crashing <
inputs, but Fuzziengine
y
"  buggy code locations have to be reached. test|case
[;x1-GPZ+wcckc] 4, N9J+2#676\e?]9
= software needs to be in the right state, so that bug can be triggered. Tt
J7<1"'O)23K(CCZRE‘ JIIVHZ>7*.\>J)T
™ bug needs to be Obsel’vab|e, lU32~eGPAlR:bFBJ;y$310dQ<BBB.5
®  QOther metrics are: o [T o <
g | s @
n Cl’aSheS or hangs E v(m ile ((cc = getch()) != c) !_ %
. . “ pbuf[i++] = cc; —15 ...g):
" Total runtime / timeout 2 ﬁ o
if( a == 10 ) { “ — E
= Coveragel, such as line coverage, block coverage, edge coverage, branch coverage, etc. Pekee irta e 20 4 _i?: o
cout <<‘"20" << endl; . o)
} else lf(?:: 30)'( 9 O
®  Generated test cases f":;:iciﬂt k- | w
= For embedded:
= Power consumption N
®"  Error codes
" timeouts
1« code coverage that is achieved is a strong predictor of the bug finding ability of a fuzzer (i.e., there is a strong correlation)”,
Liyanage et al., False Peaks: On the Estimation of Fuzzing Effectiveness
Christopher Huth | 2023-01-25 BOSCH
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What can be fuzzed?

Anything can be fuzzed that consumes

untrusted, complex inputs.

(Crypto-) Functions

Parsers of any kind

Media codecs

Network protocols
Compression

Formatted output

Compilers and interpreters
Regular expression matchers
Text processing

Databases

Browsers, text editors

OS Kernels, drivers, supervisors, VMs

Christopher Huth | 2023-01-25

What can a fuzzer detect?

= Crashes during runtime.

" NULL dereferences, uncaught exceptions, div-by-zero, ...
= Additionally, with sanitizers, a fuzzer can detect

= use-after-free, buffer overflows

® uses of uninitialized memory, memory leaks

®  data races, deadlocks

" int/float overflows, bitwise shifts by invalid amount
= Resource usage bugs

= Memory exhaustion, hangs or infinite loops, infinite
recursion (stack overflows)

BOSCH
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Fuzzing Types
Example: Fuzz some source code, i.e. no protocol

Black-box setting i Grey-box setting White-box setting [
= Only requires the software = Mixture of black-box and white- = Heavy-weight program
under test to execute box analysis, e.g. with additional
= Assuming no source code = Lightweight instrumentation symbolic execution
» Observes whether the program " Trace the program structure " Available source code

during monitoring = Observe (and modify)
semantics of a program's
source code (including the

Program ;
(under test) . bmary)

crashed (if at all)

Fuzzer

include <iostream>
using namespage std;
inta=10Q
e\

Fuzzer il 9 Yoo
9 " << eng)
eI, =

A but <<

else {coul <<en

Christopher Huth | 2023-01-25




1
2
3
4
Recall toy example b
]
7
1 #include <stdic.h> 8
3 11
2
3 #define BUFFERMAXSIZE S
4
5 int main{ ) {
B char buffer[BUFFERMAXSIZE];
7 int bufferIndex = @;
3
o while (bufferIndex < BUFFERMAXSIZE){
1@ buffer[bufferIndex] = getc(stdin);
11 butferIndextt;
12 }
13 25
14 if (bufferIndex »= 3){ ;
15 if (buffer[8] == 'B'){ :
16 if (buffer[1] == "U'}{ : -
17 if (buffer[2] == 'G"){ 7
13 if (buffer[3] == "!"){ 9 21
14 printf{"Memory leak found!\n"}); if §§§
28 printf({"%c", buffer[BUFFERMAXSIZE+12]); i :
21 } 4 B
22 I3 18 3
5 17 2
23 h With feedback (fuzzer 18 L
24 i
25 } 22
26 23
27 printf("SUCCESSFUL TERMIMATION!'n"); ig
26 :
28 return @; 27 e
29 1 = q:
2 O Christopher Huth | 2023-01-25
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: #include <stdic.h>
: $define BUFFERMAXSIZE 5

int main{ )} {

char buffer[BUFFERMAXSIZE]:
int bufferIndex = 0;

while (bufferIndex « BUFFERMAXSIZE) {
buffer[bufferIndex] = getc{stcdin);
bufferIndex++;

i

if (bufferIndex >= 3){
if (buffer[0] == 'B'){

h

printf ("SUCCESSFUL TERMIWATICM'\n"):
return 0;

: #include <atdic.h>
i #define BUFFERMAXSIZE 5

int main{ )} {

char buffer [BUFFEBRMAXSIZE];
int bufferIndex = 0:

while (bufferIndex < BUFFERMRXSIZE) {
buffer[bufferIindex] = getc(atdin):
bufferIndex++;

}

if (bufferIndex >= 3){

if (buffer[0] == 'B'){
if (buffer[l] == 'U"}!{
if (buffer[2] — 'G"){

if (bufferf3] == "!"){

learns), 5m + bug found & LR R e s

t

printf ("SUCCESSFUL TERMINATION'\n"):
return 0;

L
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Fuzzing Types

Example: Fuzz some source code, i.e. no protocol

Black-box setting Il

= To generate test case “BUG"”,
the fuzzer has to guess.

= One char can have 28=256
values; so 2564=4 billion
length-four-strings need to be
generated.

= Test cases can be generated
very fast, e.g. by pulling
random numbers, but no
feedback.

Christopher Huth | 2023-01-25

Grey-box setting

= To generate test case “BUG",
the fuzzer has feedback.

#Seeds| From| To Expected #input required
1 ?2?2??2 |B???| (14 1%278)"1=1024
2 B???|BU??[(1/2 471+ 278)"1 = 2048
3 BU??|BUG?[(1/3 x4 1« 278)"1 = 3072
4 |BUG?|BUG!|(1/4 %4t %x278)"1 = 4096
5 Total: 10240 inputs

Bohme et al., Estimating Residual Risk in Greybox Fuzzing

= Some overhead in observing
fuzz target and test case
generation.

White-box setting [

To generate test case “BUG!”,
all paths can be enumerated.

Symbolic (or concolic)
execution calculates a test case
to cover each path, i.e. 5
inputs.

Can be slow and even
infeasible for large programs,
due to exponential path
explosion.

To cope, paths are
approximated and hence can
be overapproximated.

BOSCH



Fuzzing Types
Protocol and source code fuzzing

Source code fuzzing

= Program states are secondary n
= Good measure is e.g. code coverage

Fuzzer

A

Protocol fuzzing is active research and
more sophisticated (coverage-guided, grey-
box, state-approximating) tools appear, like

AFLnwe, AFLNet, and StateAFL.
y

Protocol fuzzing

Focuses on communication of a program and its
states

Messages are delayed, intercepted, replayed,
randomized, forged, etc.

Fuzzer can be a Man-in-the-Middle
Protocol fuzzing is usually a black-box test

{ent Server
e ons

Connection

Connection
eeeeeee

ClientHello

11111

Finished PrOtOCO| ) H Program

hello 3
Fuzzer — > certificate (Under teSt)

hello done

Christopher Huth | 2023-01-25

keys

sssss

https://en.wikipedia.org/wiki/Transport_Layer_Security
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Tools and Publications (far from complete)

= For nearly every target there is a special fuzzing tool. = Number of fuzzing publications as of 2023-01-202

100

106
81 84
80 6
60
40 ’9
20 16
N
0 — | ]

2015 2016 2017 2018 2019 2020 2021 2022
YEAR

2https://github.com/wcventure/FuzzingPaper/blob/master/README.md

# PUBLICATIONS

TFuzzing: Art, Science, and Engineering, VALENTIN J.M. MANES, KAIST CSRC, Korea,
HYUNGSEOK HAN, KAIST, Korea, CHOONGWOO HAN, Naver Corp., Korea, SANG KIL
CHA+, KAIST, Korea, MANUEL EGELE, Boston University, USA, EDWARD J. SCHWART?Z,
Carnegie Mellon University/Software Engineering Institute, USA, MAVERICK WOO,
Carnegie Mellon University, USA

Christopher Huth | 2023-01-25
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Let’s fuzz

= https://sourcecode-g1.dev.bosch.com/projects/FUZZINGTUTORIAL/repos/ad-curriculum/browse

= We look at two of the most popular fuzzers, AFL++ (a community-driven successor of AFL) and
libFuzzer
= Both are coverage-guided grey-box source code fuzzers

/;;?'ﬂLLVM
VQ::N EH ﬂTPHL!JCLTUEHE

= https://github.com/AFLplusplus/AFLplusplus = https://llvm.org/docs/LibFuzzer.html

= Fork of Google’s AFL = Part of LLVM compiler suite
= Active community of researchers = Active development by Google

= Active development

Christopher Huth | 2023-01-25
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https://github.com/AFLplusplus/AFLplusplus
https://llvm.org/docs/LibFuzzer.html
https://sourcecode-g1.dev.bosch.com/projects/FUZZINGTUTORIAL/repos/ad-curriculum/browse

Let’s fuzz — toy example

#include <stdio.h=
#include <string.h=>

int main()

{
char buffer[&];
int bufferIndex = 8;
char endOfInput = "\@';
char currentInput;

while {((currentInput = getc(stdin}) != end0fInput) {
buffer[bufferIndex] = currentInput;
bufferIndex++;

}

while (bufferIndex == 0) {
printf{"buffer[%i]: %c\n", bufferIndex, buffer[bufferIndex]);
bufferIndex--;

}

printf("SUCCESSFUL TERMINATION!");

return @;

2 6 Christopher Huth | 2023-01-25

S gcc -g -Wall -o toy-example-buffer-overflow

toy-example-buffer-overflow.cpp

"0123456\0"

S echo -e

> validtest

S ./toy-example-buffer-overflow < validtest

buffer[7]:
buffer[6]:
buffer[5]:

buffer[0]:
SUCCESSFUL TERMINATION!

=N w0 O

0

BOSCH



Let’s fuzz — toy example

#include <stdio.h> $ python -c "print ('A' * 20000)" > lotsofA
#include <string.h=>

$ ./toy-example-buffer-overflow < lotsofA
int main()
{ Segmentation fault (core dumped)
char buffer[&];
int bufferIndex = 8;
char endOfInput = "\@';
char currentInput;

while {((currentInput = getc(stdin}) != end0fInput) {
buffer[bufferIndex] = currentInput;
bufferIndex++;

}

while (bufferIndex == 0) {
printf{"buffer[%i]: %c\n", bufferIndex, buffer[bufferIndex]);
bufferIndex--;

}

printf("SUCCESSFUL TERMINATION!");

return @;

2 7 Christopher Huth | 2023-01-25
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Let’s fuzz — black-box

american fuzzy lop ++2.60d (toy-example-buffer-overflow) [explore] {0}

bit flips :

— process timing
run time :

last new path :
last uniq crash :
last uniq hang :
— cycle progress
now processing :
paths timed out :
— stage progress
now trying :
stage execs :
total execs :
exec speed :

— fuzzing strategy yields

byte flips :
arithmetics :
known ints :
dictionary :
havoc/rad :
py/custom :
trim :

none seen yet

0*0 (0.0%)
0 (0.00%)

havoc

60/1024 (5.86%)
1452

265.7/sec

9 days, @ hrs, 8 min, 9 sec
n/a (non-instrumented mode)
9 days, @ hrs, 8 min, O sec

map coverage

map density :

count coverage

findings in depth
: 0 (0.00%)

: 0 (8.00%)

: 279 (279 unique)
: 9 (9 unique)

favored paths
new edges on
total crashes
total tmouts

cycles done : O
total paths : 1
unigq crashes : 279
uniq hangs : @

overall results ——

0.00% / 0.00%
: 0,80 bits/tuple

8/72, 9/71, 11/69
1/9, 2/8, 2/6
56,504, 94/94, 25/25
2/49, 137203, 16/264
/0, o0, o/8

e/e, o/0, /0

a/e, o/0

n/a, 0.00%

path geometry
levels 1
pending : 1
pend fav : @
own finds : 0
imported : n/a
stability : n/a
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[cpuBoB:171%]

~C

S mkdir in out

$ cp validtest in/

black-box fuzzing

$ afl-fuzz -i in/ -o out/<::> /toy-example-

buffer-overflow

S stat -c %s out/crashes/i1d\:000240*

1

$ echo "" |

Segmentation fault

./toy-example-buffer-overflow
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Let’s fuzz — more paths

#include <stdio.h=

#detine BUFFERSIZE 5

0 g $ echo "" | ./more-paths-stackoverflow
int main
SUCCESSFUL TERMINATION!

char buffer[BUFFERSIZE];

int bufferIndex = @: $ echo "12345678" | ./more-paths-stackoverflow
while (bufferTndex < BUFFERSIZE){ SUCCESSFUL TERMINATION!
bufferfbufferindex] = getc{stdin); $ ./more-paths-stackoverflow < lotsofA
bufferIndex++;
} SUCCESSFUL TERMINATION!

if (bufferIndex == 3){
if (buffer[@] == 'B'}){

if (buffer[1] == 'U'){ $ echo "BUGG" | ./more-paths-stackoverflow
if (buffer[2] == 'G"}{ C |
if (buffer[3] == '6'){ Address crash condition found!

printf ("Address crash condition found!yn"); Segmentation fault
*((int *)0) = ©; // do some crashing

}
}
}
}
}
printf("SUCCESSFUL TERMINATION!");
return @;
}
Christopher Huth | 2023-01-25
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Let’s fuzz — fuzz more paths

american fuzzy lop ++2.60d (more-paths-stackoverflow) [explore] {8}

— process timing

— cycle progress
now processing

overall results

run time :

last new path :
last uniq crash :
last uniq hang :

0 days, @ hrs, 58 min, 52 sec
n/a (non-instrumented mode)

none seen yet
none seen yet

: 0%3462 (0.0%)

bit flips :
byte flips
arithmetics
known ints
dictionary
havoc/rad
py/custom
trim

— fuzzing strategy yields

paths timed out : @ (8.00%)
— stage progress

now trying : havoc

stage execs : 10/256 (3.91%)

total execs : 891k

exec speed : 273.2/sec

cycles done : 3462

total paths : 1

unig crashes : @
unig hangs : O

map coverage

map density :
count coverage :
findings in depth
: 0 (8.00%)
: 0 (0.00%)
: @ (0 unique)
: 4653 (4653 unigue)

favored paths
new edges on
total crashes
total tmouts

0.80% / 0.00%
0.080 bits/tuple

as8, /7, 05

: 8y1, a/8, 0/9

: 8756, 6/8, /0

: B/4, /8, 670

: Bb/0, 0/8, 070

: 8/887k, 0/0, 0/0
: B/0, O/0

: nfa, 0.00%

path geometry

levels : 1
pending : ©@
pend fav : 0

own finds : ©@
imported : n/a
stability : n/a

30 Christopher Huth | 2023-01-25

[cpufBd:1606%]

S afl-fuzz

-i in/

stackoverflow

-0 out/

-n

./more-paths-

black-box fuzzing

BOSCH



Terminology (recap)

Christopher Huth | 2023-01-25

configuration

fuzz target

d \vJ
VU
Mutator

interesting
test cases

y 3

Fuzziengine
y
test|case

[;x1-GPZ+wccke]  N9J+2#676\e?]19
1u2_%'4GX"OVUB [H/ r~fApubb8<{%si
q82h.6{V,hr?; {Ti. r3PTxMMMVE {xS"
+'Hq! AXB"YXRS@ | Hd6; wtAMe fFWM (" |
J_<1~0}z3K(CCzRY JIIvHz> *.\>Jr
1U32~eGP?1R=bF34; y$310dQ<B89!5"

y

harness

#include <iostream>
using namespace std;

int main () {
while ((cc = getch()) != c)
{

buf[i++] = cc;

}

int a = 1007

if(a ==10) {

cout << "10" << endl;
} else if( a == 20 ) {
cout << "20" << endl;
} else if( a == 30 ) {
cout << "30" << endl;
} else {cout << “error" <<
endl; }
return 0; }

instrumentation
during compilation

afl-gcc

configuration

fuzz target

of O
A VU

Mutator

A

interesting
test cases

Fuzziengine
y

test|case

[;x1-GPZ+wccke] j, N9J+24#676\e?]9
lu2_%'4GX"OVUB [H/ r~fApubb8<{%si
G82h.6{V,hr?; {Til. r3PTXMMMVE {xS"
+'Hq!AXB"YXRS@ ! Hd6; wtAMe fFFWM (" |
J_<1~0}z3K(CCzRY JIIvHz> *.\>Jr
1U32~eGP?1R=bF34; y$310dQ<B89!5"

#include <iostream>

using namespace std;

int main () {

while ((cc = getch()) != c)

{ ! ._B
buf[i++] = cc; —‘lf%‘
} C
int a = 100;

if(a ==10) {
cout << "10" << endl; >
} else if( a == 20 ) {

cout << "20" << endl; -
} else if( a == 30 ) { |

cout << "30" << endl; o

} else {cout << “error" <<
endl; }

return 0; } |

Coverage feedback

BOSCH



Let’s fuzz — toy example with more paths

american fuzzy lop ++2.60d (more-paths-stackoverflow) [explorel S g -wall -o toy—example—buffer—ov-"

@ days, ® hrs, 15 min, 49 sec toy-example-buffer-overflow.cpp
8 days, © hrs, © min, 14 sec 4

® days, @ hrs, 8 min, 13 sec instrumentation

none seen yet

0.01% / 0.02%
1.80 bits/tuple

$ echo "" > in/empty
4 (1e8.0 o
506/1024 (49.41%) 4 (100.00% S afl-fuzz -i in/ -o out/ ./more-paths-
1.38M 6 (1 unique)
1170/sec 18 (4 unique) stackoverflow

, @752 4
a/1 N
, 8/0, 8/ 8
, 8/112, 0/44 0
ase8, 8/6, as0 n/a
/1.38M, 0/0, 0/0 100.00%
& _,-'r E| . EI _,-'r E'
n/a, 0.00% 195°

Christopher Huth | 2023-01-25 BOSCH



Terminology (recap) — instrumentation

configuration

fuzz target

A

Corpus of
interesting

’ test cases

Mutator
_ A
<
Fuzziengine
y
test|case
[;x1-GPZ+wccke] 4, N9J+2#676\e?] 9
lu2_%'4GX"OVUB[H/r~fApu6b8<{%si
q8zh.6{V,hr?; {Ti. r3PIxMMMv6{xS"
+'Hg!AXB"YXRSQ ! Hd6; wtAMe fFWUM (" | °

J_<1~0}23K(CCzRH JIIvHz> *.\>Jr
1032~eGP?1R=bF34; y$310d0<B8I!5"

Finclude <iostream>
using namespace std;

int main () {
while ((cc = getch()) != c)
{

buf[i++] = cc;

)

int a = 100;

if(a ==10) {

cout << "10" << endl;
} else if( a == 20 ) {
cout << "20" << endl;
} else if( a == 30 ) {
cout << "30" << endl;
} else {cout << “error" <<
endl; }

return 0; }

Christopher Huth | 2023-01-25

Recall:

Compilers (language -> assembly),
assembler (assembly -> object code),
linker (object code -> executable/library).

For example, gcc by default uses GNU as assembler. afl-gccis a
wrapper around gcc which uses afl-as by symlinking afl-as as
as and adding the directory to compiler search path via -B.
https://tunnelshade.in/blog/2018/01/afl-internals-compile-time-instrumentation/

The injected code at a branch point is:

cur location = <COMPILE TIME RANDOM>;
shared mem[cur location "~ prev location]++;
prev location = cur location >> 1;

Every byte in the output map represents a tuple hit (branch_src,
branch_dst). That way e.g. the following execution traces can be

distinguished
A ->B ->C ->D ->E (tuples: AB, BC, CD, DE)
A ->B ->D ->C ->E (tuples: AB, BD, DC, CE)

https://lcamtuf.coredump.cx/afl/technical details.txt

configuration

fuzz target

¢ &) Corpus of
A 4 interesting
Mutator test cases
oA
<
Fuzziengine
y
test|case
[;x1-GPZ+wccke] ;) N9J+2#6"6\e?]9
lu2_%'4GX"OVUB[H/ r~fApu6bb8<{%si
q8Zh.6{V,hr?; {T{. r3PIxMMMVE {xS"
+"'Hg!AXB"YXRS@ ! Hd6; wtAMe fFWM (| b
J_<1~0}z3K(CCzRH JIIvHz> *.\>Jr
1U32~eGP?1R=bF34; y$310dQ<B89!5"
y
#include <iostream> X
using namespace std; Q
int main () { N ©
while ((cc = getch()) != o) "_ 2
Cbuttine - cor L= ]E
| £ L
} [ [J)
int a = 100; u_o
if(a==10) { =1 ©
cout << "10" << endl; \ >S5 A
} else if( a == 20 ) { 2= g
cout << "20" << endl; | o)
} else if( a == 30 ) { O
cout << "30" << endl; \
} else {cout << “error" << \
endl; }
return 0; } |
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https://tunnelshade.in/blog/2018/01/afl-internals-compile-time-instrumentation/
https://lcamtuf.coredump.cx/afl/technical_details.txt

Terminology — other instrumentations

configuration

fuzz target

A
Mutator

¢S »pCorpus of

“Finteresting
“ test cases

Fuzziengine
y
test|case

[;x1-GPZ+wccke] 4, N9J+2#676\e?] 9
lu2_%'4GX"OVUB[H/r~fApu6b8<{%si
q82h.6{V,hr?; {TH. r3PIxMMMv6 {xS"
+'Hq!AxB"YXRS@ ! Hd6; wtAMefFWM (| *
J_<1~0} 23K (CCzRY JIIvHz> *.\>Jr
1U32~eGP?1R=bF34; y$310dQ<B89!5"

Finclude <iostream>

using namespace std;

int main () {

while ((cc = getch()) != c)
{

buf[i++] = cc;

)

int a = 100;

if(a ==10) {

cout << "10" << endl;
)} else if( a == 20 ) {
cout << "20" << endl;
} else if( a == 30 ) {
cout << "30" << endl;
} else {cout << “error" <<
endl; }

return 0; }

Christopher Huth | 2023-01-25

In recent years, there were some instrumentation optimizations (for
faster runtime, better coverage, CPU independence, more features
such as cmplog and autodictionary, ...).

If in doubt, choose as AFL++ proposes

If clang/clang++ 11+ is available,
use afl-clang-lto/afl-clang-lto++

else if clang/clang++ 3.8+ is available,
use afl-clang-fast/afl-clang-fast++

else if gcc 5+ is available,
use afl-gcc-fast/afl-gcc-fast++

else use afl-gcc/afl-g++ or afl-clang/afl-clang++

https://github.com/AFLplusplus/AFLplusplus/blob/stable/instrumentation/RE
ADME.Ito.md

https://github.com/AFLplusplus/AFLplusplus/blob/stable/instrumentation/RE
ADME.llvm.md

https://github.com/AFLplusplus/AFLplusplus/blob/stable/instrumentation/RE
ADME.gcc plugin.md

configuration

fuzz target

Corpus of
A interesting
Mutator ” test cases
<
Fuzziengine
y
test|case
[;x1-GPZ+wccke] ;) N9J+2#6"6\e?]9
lu2_%'4GX"OVUB[H/ r~fApu6bb8<{%si
q8Zh.6{V,hr?; {T{. r3PIxMMMVE {xS"
+"'Hg!AXB"YXRS@ ! Hd6; wtAMe fFWM (| b
J_<1~0}z3K(CCzRH JIIvHz> *.\>Jr
1U32~eGP?1R=bF34; y$310dQ<B89!5"
4
#include <iostream> X
using namespace std; Q
int main () { » _8
while ((cc = getch()) != c)
( n 8
\ -2
buf[i++] = cc; —1('3'
l.o_: “G;)
} c [J)
int a = 100; \ on
if(a==10) { =1 ©
cout << "10" << endl \ 3 —
} else if( a == 20 ) ( .._, g
cout << "20" << end |
| (S}
} else if( a == 30 . O
cout << "30" << end |
} else {cout << “error" << \
endl; }
return 0; } I
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https://github.com/AFLplusplus/AFLplusplus#a-selecting-the-best-afl-compiler-for-instrumenting-the-target
https://github.com/AFLplusplus/AFLplusplus/blob/stable/instrumentation/README.lto.md
https://github.com/AFLplusplus/AFLplusplus/blob/stable/instrumentation/README.llvm.md
https://github.com/AFLplusplus/AFLplusplus/blob/stable/instrumentation/README.gcc_plugin.md

Let’s fuzz — refactor and another crash

#include =stdio.h>
#include <stdint.h=
#include =stdlib.h=

#define BUFFERMAXSIZE 18

int readIntoBufferFromstdin({char* buffer){
int numberReadChars = 0;
while(numberReadChars < BUFFERMAXSIZE){
buffer[numberReadChars] = getc(stdin};
numberReadChars++;
}
return numberReadChars;

}

int main{ ) {
char *buffer;
buffer = (char*)malloc{BUFFERMAXSIZE*sizeof{char));
int bufferCurrentIndex = 0;
bufferCurrentIndex = readIntoBufferFromStdin(buffer);
tryToTriggerBugWithInput{buffer, bufferCurrentIndex);
printf("SUCCESSFUL TERMINATIOM!");
return ;

35 Christopher Huth | 2023-01-25

void tryToTriggerBugWithInput(char* buffer, size t bufferSize){
if (buffersize == 3)}{
if (buffer[@] == "'B'){
if (buffer[l] == 'U'){
if (buffer[2] == 'G'){

it (buffer[3] = 'G"){
printf ("Address crash condition found!\n");
¥((int *)8) = 0; // do some crashing

yelse if (buffer[3] == '1"}{
printf ("Another crash condition found!\n"};
*((int *)0) = 0; // do some crashing

$ ./toy-example-buffer-overflow < lotsofA
SUCCESSFUL TERMINATION!

$ echo "BUGG" | ./more-paths-stackoverflow
Address crash condition found!
Segmentation fault

$ echo "BUG!" | ./more-paths-stackoverflow
Another crash condition found!

Segmentation fault

BOSCH




Let’s fuzz — instrumentation and profiling

configuration i
=)Corpus of
\ 4 interesting
Mutator test cases
&
<
Fuzziengine
y
test|case
[;x1-GPZ+wccke] , N9J+2#676\e?] 9
1u2_%'4GX"OVUB [H/ r~fApubb8<(%si
q82zh.6{V,hr?; (Ti. r3PTxMMMV6 {xS"
+'Hg!AxB"YXRS@ | Hd6; wtAMe fFWM (" |
J_<1~0}z3K(CCzRHY JIIvHz> *.\>Jr
1U32~eGP?1R=bF34; y$310dQ<B89!5"
\ 4
harness
-— #include <iostream> '
Q@ | using namespace std; Q
00 | int main () { ¥ ©
E while ((cc = getch()) != c) Q
g1 om b
N buf [i++] = cc;
=2 B} [ [}
“= | int a = 100; } on
if(a ==10) { ©
cout << "10" << endl; >S5 b
} else if( a == 20 ) { -— g
cout << "20" << endl; | o
} else if( a == 30 ) { U
cout << "30" << endl;
} else {cout << “error" << LA
endl; }
return 0; } |

Christopher Huth | 2023-01-25

$ gcc -g -Wall -o more-paths-stackoverflow more-paths-stackoverflow.cpp

$ afl-gcc -g -Wall -o more-paths-stackoverflow-instrumented more-paths-
stackoverflow.cpp

[+] Instrumented 13 locations

(64-bit,

non-hardened mode, ratio 100%).

$ gcc -g -Wall -fprofile-arcs -ftest-coverage -o more-paths-stackoverflow-profiled

more-paths-stackoverflow.cpp

S 1s -1

—“IwWXrwXr—x
—Iw—Irw—r—-—
—“IwWXrwXr—x

—“IwWXrwXr—-x

1 huth huth
1 huth huth
1 huth huth
1 huth huth 27328

Sep 27
Sep 27
Sep 27
Sep 27

13:
13:
13:
13:

15
15
15
15

more-paths-stackoverflow

more-paths-stackoverflow.gcno

more-paths-stackoverflow-instrumented

more-paths-stackoverflow-profiled
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Let’s fuzz — coverage with corpus

LCOV - code coverage report

Current view: top level - more-paths - more-paths-stackoverflow.cpp (source / functions) Hit

Test: id:000003,src:000002,time:935324,op:havoc,rep:2,+cov.lcov_info_final
Date: 2020-09-27 13:24:57

Lines: 21
Functions: 3
Branches: 11

Total
25
3
14

Coverage
84.0 %

100.0 %
78.6 %

O @O W

Branch data Line data

4

H 4

[+ +1: 44

H 40

H 40

: 4
[+ B
[+ +1:
[+ +1:
[+ +1:
1 ENE
=+ 1

Christopher Huth | 2023-01-25

IS A S

L1

. int main( ) {

o A R

Source code

. #include <stdio.h=
: #include <stdint.h>
: #include <stdlib.h>
#define BUFFERMAXSIZE 10

int readIntoBufferFromStdin{char* buffer){

int numberReadChars = 0;

while(numberReadChars < BUFFERMAXSIZE){
buffer[numberReadChars] = getc(stdin);
numberReadChars++;

return numberReadChars;

: void tryToTriggerBugWithInput(char* buffer, size t bufferSize){

if (bufferSize »= 3){
if (buffer[@] = 'B'){
if (buffer[1] — 'UIE
if (buffer[2] = 'G'){
if (buffer[3] = 'G'){

telse if (buffer[3] = '!"'){

char *buffer;

buffer = (char*)malloc(BUFFERMAXSIZE*sizeof(char));
int bufferCurrentIndex = 0;

bufferCurrentIndex = readIntoBufferFromStdin(buffer);
tryToTriggerBugWithInput(buffer, bufferCurrentIndex);
printf("SUCCESSFUL TERMINATION!");

return 0;

$ ls out/queue/
1d:000000, time:0,orig:empty —empty”
1d:000001, src:000000,time:113,0p:havoc, rep:
16, +cov
1id:000002,src:000001,time:43251, 0p:havoc, re

p:2,+cov. BU

1id:000003,src:000002, time:935324,0p:havoc, r

ep:2,tcov BUGU

$ afl-cov -d out/ --coverage-cmd "./more-
paths-stackoverflow-profiled < AFL FILE"
code-dir .
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Let’s fuzz — afl folder structure

$ tree -L 2 out/

out/
—— cmdline
—— COV
—— afl-cov.log
—— afl-cov-status
—— diff . .
_ id-delta-cov » find coverage e.g. in web format
—— lcov
—— pPOS-—-CcovVv
[ Web . . .
L zero-cov  —" crashing inputs are reproducible
—— crashes
— 1d:000000,sig:11,src:000003, time:123795,0p:ext UI,pos:2
—— README. txt
—— fuzz_bitmap »= binary instrumentation output in shared
— fuzzer stats
— hangs memory
— plot data
— queue »= keep queue for regression

Christopher Huth | 2023-01-25

F— 1d:000000, time:0,0rig:empty

F—— id:000001, src:000000,time:1587,0op:havoc, rep:32, +tcov
F—— id:000002,src:000001,time:114632,0p:havoc, rep:4, tcov
L 1d:000003,src:000002,time:114875,0p:ext UI,pos:2,+cov

BOSCH



Let’s fuzz — Seeds

american fuzzy lop ++2.68d (more-paths-stackoverflow-instrum...)

S echo "RUG" > in/BUG

8 days, © hrs, ® min, 1 sec

@ days, ® hrs, @ min, 1 sec * $ afl-fuzz -i in/ -o out/ ./more-paths-
8 days, © hrs, ® min, 1 sec 2 )
none seen yet ; stackoverflow-instrumented
2.8 (50.0%) 8.01% / 0.82%
(0.80%) 1.88 bits/tuple
(100.00% $ cat crashes/id\:000000..
(2 unique) BUG!
(@ unigue) .
$ cat crashes/id\:000001..
3, 0/87
BUGGI9GGGGGG

, 8/88
Ja
00.00%

2
2
5
3
n
1

» 8/8

afl-tmin test case minimizer

afl-cmin corpus minimization tool
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Let’s fuzz — dictionary

american fuzzy lop ++2.60d (more-paths-stackoverflow-instrum...) [e

8 days, 0 hrs,

.

min, 5 sec

8 days, © hrs, @ min, 18 sec
8 days, ® hrs, @ min, 1 sec

none seen yet

3.8 (75.0%)
EI Q-

havoc

2250/16.4k (13.73%)
127k

1444 /sec

8/56, B/52, 0/44

g e/3, 8/0

f g/
Bs0
a/e

/@, a/0

Christopher Huth | 2023-01-25

0.01% / 0.82%
1.80 bits/tuple

4 (100.
4 (100.

5 (1 unique)
18 (3 unique)

fa

4
1
1
3
n
1

186"

00.00%

S rm -rf in/ && mkdir in && echo ""

$ cat bug.dict
ngn
nyn
ngn

$ afl-fuzz -i in/ -o out/ -x bug.dict
paths-stackoverflow-instrumented

./more-—
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Let’s fuzz — fuzzing strategies

american fuzzy lop ++2.60d (more-paths-stackoverflow-instrum...) [explorel]

» Flips: deterministic bit and byte flips

8 days, @ hrs, 2 min, 5 sec

0 days, @ hrs, @ min, 1@ sec : » Arithmetics: add or subtract small integers to 8-, 16-, 32-bit

8 days, ® hrs, @ min, 1 sec

none seen yet : values.

3.0 (75.0%) 0.01% / 0.82%

8 (0.00% 1.88 bits/tuple
havoc 4 (100.00%) = Havoc: multiple mutations together
2250/16.4k (13.73% 4 (1ee.00

127k 5 (1 un » Custom: implement your own custom mutator
1444 /sec 18 (3 unique)

= Known ints: replace values with pre-known magic values

= Trim: check if shortened input results in same execution path
9/44

4
1
p/e 1
0/8 3
n
1

fa

'8, 8,0 00.00%

186°

Christopher Huth | 2023-01-25
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Let’s fuzz — libfuzzer

void tryToTriggerBugWithInput(char* buffer, size t bufferSize){
if (buffersize == 3)}{

#include <stdio.h> 1T (bufrerfo] == "87){
#include <stdint.h> if (buffer[l] == *UT){
#include <stdlib.h> if (buffer[2] == 'G'){
if (buffer[3] == 'G'){
#define BUFFERMAXSIZE 16 printf ("Address crash condition found!\n"};
*((int *)@) = 0; // do some crashing
int readIntoBufferFromstdin(char* buffer){ telse 1if (buffer[3] == "1"){
int numberReadChars = 0; printf ("Another crash condition found!\n"};
while(numberReadChars < BUFFERMAXSIZE){ *((int *)@) = 0; // do some crashing
buffer[numberReadChars] = getc(stdin}; }
numberReadChars++; }
} I3
return numberReadChars; ) }
}
}

int main{ ) {

char *buffer; . extern "C" int LLVMFuzzerTestOneInput(const uint8 t *Data, size t Size) {
buffer = (char*)malloc(BUFFERMAXSIZE*sizeof(char)}); char *buffer: - -

int bufferCurrentIndex = 0; _ buffer = (char*)malloc(BUFFERMAXSIZE*sizeof(char));
bufferCurrentIndex = readIntoBufferFromStdin{buffer); tryToTriggerBugWithInput ((char*)Data, Size);
tryToTriggerBugWithInput{buffer, bufferCurrentIndex); printf("SUCCESSFUL TERMINATION!"):
printf("SUCCESSFUL TERMINATIOM!"); return o:

return 0; }

“System level entry point” ALLVM “ynit level entry point”

INFRASTRUCTURE

42 Christopher Huth | 2023-01-25
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Let’s fuzz — libfuzzer

$ clang -g -Wall -fsanitize=fuzzer -o more-paths-
stackoverflow-libfuzzer more-paths-stackoverflow.cpp

$ ./more-paths-stackoverflow-libfuzzer
INFO: Seed: 4058694895

INFO: Loaded 1 modules (12 inline 8-bit counters):
12 [0x69bfc0, O0x69bfcc),

INFO: Loaded 1 PC tables (12 PCs): 12
[0x489290,0x489350),

INFO: -max len 1is not provided; libFuzzer will not
generate inputs larger than 4096 bytes

INFO: A corpus 1is not provided, starting from an
empty corpus

#2 INITED cov: 3 ft: 4 corp: 1/1b exec/s: 0
rss: 23Mb

Christopher Huth | 2023-01-25

. O MPILER
INFRASTRUCTURE

Another crash condition found!
UndefinedBehaviorSanitizer :DEADLYSIGNAL

==21776==ERROR: UndefinedBehaviorSanitizer: SEGV on
unknown address 0x000000000000 (pc 0x000000479b27 bp
O0x7fff0edac060 sp 0x7fff0edac010 T21776)

==21776==The signal is caused by a WRITE memory
access.

==21776==Hint: address points to the zero page.

#0 0x479b27 in tryToTriggerBugWithInput (char*,
unsigned long) /home/huth/more-paths/more-paths-
stackoverflow.cpp:26:19

#1 0x479bc2 in LLVMFuzzerTestOnelnput
/home/huth/more-paths/more-paths-
stackoverflow.cpp:37:2

BUG!\x00

BOSCH



Let’s fuzz — Address Sanitizer

#include =stdio.h>
#include <stdint.h=
#include =stdlib.h=

#define BUFFERMAXSIZE 18

int readIntoBufferFromstdin({char* buffer){

int numberReadChars = 0;

while(numberReadChars < BUFFERMAXSIZE){
buffer[numberReadChars] = getc(stdin};
numberReadChars++;

}

return numberReadChars;

}

int main{ ) {

44

char *buffer;

buffer = (char*)malloc{BUFFERMAXSIZE*sizeof{char));
int bufferCurrentIndex = 0;

bufferCurrentIndex = readIntoBufferFromStdin(buffer);
tryToTriggerBugWithInput{buffer, bufferCurrentIndex);
printf("SUCCESSFUL TERMINATIOM!");

return ;

“System level entry point”

Christopher Huth | 2023-01-25

vold tryToTriggerBugllithInput{char* buffer, size t bufferSize){
if (buffersSize »= 3)1{
if (buffer[@] == 'B")}{
if (buffer[1l] == "U"}{
if (buffer[2] == _'G'
if (beffer[3] o'
printf{"Memory leak found!\n"});
printf{"¥c", buffer[BUFFERMAXSIZE+12]);
lelse if (buffer[3] == "!"){
printf{"Memory leak found!\n");
printf({"%c", buffer[BUFFERMAXSIZE+12]);

¥

extern "C" int LLVMFuzzerTestOneInput(const uilnt8 t *Data, size t Size) {
char #*buffer;
buffer = (char*)malloc(BUFFERMAXSIZE*sizeof(char));
tryToTriggerBugWithInput({char*)Data, Size};
printf{"SUCCESSFUL TERMINATION!");
return 8;

ALLVM. «ynit level entry point”

INFRASTRUCTURE

BOSCH




Optimization: Sanitizers (heartbleed example)

Try running the fuzzer:

.fopenssl-1.8.1f-fsanitize fuzzer

You whould see something like this in a few seconds:

==5781==ERROR: AddressSanitizer: heap-buffer-overflow on address 8x629008009748 at pc @x8800084a%9817...

READ of size 19715

#8
#1
#2
#3
#d
#5
#b

Sanitizers ‘provoke’ a crash on certain behaviour, to make certain bug types

8x4a9816
@x4fd54da
@x58027d
@x585357
@x54781a
@x543764
@xdeed3a

in
in
in
in
in
in
in

at Bx62988e089743 thread T

__asan_memcpy (heartblesd/openssl-1.8.1f+8x4a9816)

tlsl _process_heartbeat heartbleed/BUILD/ssl/t1 1ib.c:2586:3
5513 read_bytes heartbleed/BUILD/ss1/s53 pkt.c:1892:4

5513 _get message heartbleed/BUILD/ss1l/s3 both.c:457:7

5513 _get client_hello heartbleed/BUILD/ss1/s3 srvr.c:941:4
ss513 accept heartbleed/BUILD/ssl/s3 srvr.c:357:9
LLVMFuzzerTestOnelnput FT5/openssl-1.8.1f/target.cc:38:3

detectable for fuzzers, e.g. for a reading buffer overflow.

https://github.com/google/fuzzer-test-suite/blob/master/tutorial/libFuzzerTutorial.md

https://xkcd.com/1354/
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HOW THE HEARTBLEED BUG WORKS:

, ARE. YOU STILL THERE?

SERVER, i
IF 50, REFLY *POTRTO" (6 LETTERS). ser Meg wants these 6 letters: POTATO.

ser Meg wants these 6 letters: POTARTO.

OOI OOI

o
l

ﬁ)
]

STLL THERE?

, ARE YOU
IF 50, REPLY “BIRD" (4 LETTERS), User Meg wants
(these 4 letters: BIRD.

ﬁ)

wants
Ham. .. ese 4 letters: BIRD. e ey

(]
%o ° o

=]



https://github.com/google/fuzzer-test-suite/blob/master/tutorial/libFuzzerTutorial.md
https://xkcd.com/1354/

Let’s fuzz — Address Sanitizer

$ clang -g -Wall -fsanitize=address -
fsanitize=fuzzer -o more-paths-stackoverflow-
libfuzzer more-paths-stackoverflow.cpp

$ ./more-paths-stackoverflow-libfuzzer

INFO: Seed: 1645798338

INFO: Loaded 1 modules (12 inline 8-bit counters):

12 [0x77a0a0, 0x77a0ac),

INFO: Loaded 1 PC tables (12 PCs): 12
[0x554c30,0x554cf0),

INFO: -max len is not provided; libFuzzer will not
generate inputs larger than 4096 bytes

INFO: A corpus 1is not provided, starting from an
empty corpus

#2 INITED cov: 3 ft: 4 corp: 1/1b exec/s: O
rss: 27Mb

Christopher Huth | 2023-01-25

. O MPILER
INFRASTRUCTURE

==25042==ERROR: AddressSanitizer: heap-buffer-
overflow on address 0x602000085873 at pc
0x00000053cba6 bp 0x7fffcd4f8e310 sp O0x7fffc4£8e308

READ of size 1 at 0x602000085873 thread TO

#0 0x53cbab in tryToTriggerBugWithInput (char*,
unsigned long) /more-pathsO/more-paths-
stackoverflow.cpp:21:10

#1 0x53ce04 in LLVMFuzzerTestOnelnput /more-
pathsO/more-paths-stackoverflow.cpp:37:2

BOSCH



Agenda

1. Motivation

2. Theory
1. What is fuzzing?
2. How to talk about fuzzing?
3. What can be fuzzed?
4. What fuzzing types are there?
3. Practice
1. Toy example — set up a fuzz test
2. Real world example - optimize a fuzz test

4. Challenges and good practices
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Let’s fuzz — a real world example

= As an example target software we use a snapshot from WOFF2 (font compression) and a harness
from fuzzer-test-suite https://github.com/google/fuzzer-test-suite/tree/master/woff2-2016-05-06

= WOFF (Web Open Font Format) is a font format for web pages. WOFF2 adds e.g. the Brotli compression.
= WOFF2 is supported in all bigger browsers (Chrome, Edge, Opera, Firefox, Safari)
= We compile with afl-clang-fast for AFL++ and clang for libFuzzer to reuse the same harness

k/j_/ﬂLLVM
VQFN EF: ﬂ.TPHL!JcLTuEHE

= https://github.com/AFLplusplus/AFLplusplus = https://llvm.org/docs/LibFuzzer.html
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https://github.com/AFLplusplus/AFLplusplus
https://llvm.org/docs/LibFuzzer.html
https://github.com/google/fuzzer-test-suite/tree/master/woff2-2016-05-06

Let’s fuzz

= Harness from https://github.com/google/fuzzer-test-suite/blob/master/woff2-2016-05-06/target.cc

// Copyright 2016 Google Inc. All Rights Reserved.

// Licensed under the Apache License, Version 2.8 (the "License");

ginclude <stddef.h> = |n short, LLVMFuzzerTestOnelnput ‘replaces’
finclude <stdint.h the main function of the software under test
#include "woff2 dec.h” — Indicated by —fsanitize=fuzzer during

compilation and linking

// Entry point for LibFuzzer.

— test case provided via data and size

extern "C" int LLVMFuzzerTestOneInput(const uintg8 t* data, size t size) {
std::string buf; — test case injected into software by function

woff2: :WOFF25tringout out(&buf); ff2 2
oS o @un; WO ::ConvertWOFEF2TOTEE

wofft2::ConvertWOFF2ToTTF(data, size, &out);

return @;

Christopher Huth | 2023-01-25 BOSCH


https://github.com/google/fuzzer-test-suite/blob/master/woff2-2016-05-06/target.cc

Let’s fuzz

= Clone and build from
https://github.com/AFLplusplus/AFLplusplus

= Clone https://github.com/google/fuzzer-test-
suite

export FUZZING ENGINE=afl

export CC=afl-clang-fast
export CXX=afl-clang-fast
./build.sh

Ur U U A

Ur Ur U A

LLVM
ﬁICN?R:IlSTF;?LIJCLTIERE

Download clang (or build from sources)
https://github.com/google/fuzzing/blob/master
[tutorial/libFuzzerTutorial.md

clone https://github.com/google/fuzzer-test-
suite

export FUZZING ENGINE=libfuzzer

export CC=clang
export CXX=clang++
./build.sh

The build script then clones the WOFF2 snapshot and compiles (and instruments) the source code.

Christopher Huth | 2023-01-25
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https://github.com/AFLplusplus/AFLplusplus
https://github.com/google/fuzzer-test-suite
https://github.com/google/fuzzing/blob/master/tutorial/libFuzzerTutorial.md
https://github.com/google/fuzzer-test-suite

Let’s fuzz 2ALLVM

k C O MPILER
INFRASTRUCTURE

$ afl-fuzz -i seeds/ -o CORPUS- ./woff2-2016-05-06-fsanitize fuzzer
woff2-2016-05-06-afl/ ./woff2-
2016-05-06-afl

american fuzz!" ll:lp ++2.60d (woff2-2016-85-06-afl) : Loaded 1 modules (9611 inline 8-bit counters): 9611 [B8x93a71@, Bx93cc9b),
: Loaded 1 PC tables (9611 PCs): 9611 [Ox6e67e8,0x70cBog),
8 days, © hrs, 53 min, 44 sec H %x_len is not provided; libFuzzer will not generate inputs larger than 4896 bytes
- . - = - a3 - is not provided, starting from an empty corpus
@ days, @ hrs, 6 min, 33 sec INITED cov: : 16 corp: 1/1b : 0 rss: 37Mb
none seen yet : v: 16 ft: 17 corp: 2/18b exec/s: O rss: 38Mb L: 9/9 MS: 3 ShuffleBytes-CopyPart-CMP- DE: "\x01\x00
none seen yet B \x00\x00%\x00\
; REDUCE cov : 17 Y X B rss: 38Mb L: 5/5 MS: 3 ChangeBinInt-PersAutoDict-EraseBytes- DE:
C 01\x00\x00\xAn \
Lo 3 # REDUCE \ 1 / 3 0 rss: 38Mb L: MS: 2 ChangeByte-EraseBytes-
e (0.8 1.88 bits/tuple #3002 REDUZE cov: :\18 corp: 3/9b e 0 rss: 41Mb L: 4 : 2 ShuffleBytes-CMP- DE: "wOF2"-
E MNEW. cov: H C H x : @ rss: 41Mb L: CopyPart-CrossOver-
havoc NEW cov: ) Ha C 1 5/34 < : B rss: 4IMb L: ChangeByte-InsertRepeatedBytes-
p P - 7 REL JCE cov: ! C H f { : 0@ rss: 4 HE I EraseBytes-
383/384 (99.74%) ) s N\ 4 REDICE cov: 19 ) c 5/ 3 : 0 rss: 4 : 14 . :ZhangeEyte—Era5eByte5—
37.5M B (B unquEh # i REDUTE cov ] H C 1 5/: 1 : B rss: 4 r 12710 EraseBytes-
9755/s5ec B (@ unique] #5282 REDUCY, cov: 26 #21 c H : B rss: 4 H : 2 ChangeBinInt-ChangeBin

2.6625 (18 0.0 / B.04%

Coverage information

e/e 76.00%

Both fuzzers then try to maximize coverage by mutating interesting test cases.

Christopher Huth | 2023-01-25 BOSCH




Let’s fuzz

AFL++ fuzzes for an unlimited amount of time.

LLVM
ﬁICN?R:IlSTF;?LIJCLTIERE

Both fuzzers save a reproducible crashing file.

For our WOFF2 example, both can find a multi-byte-write-heap-buffer-overflow.

A crash looks like:

ERROR: AddressSanitizer: heap-buffer-overflow

WRITE of size &707

#9 @x4a395d3
#1 @xb2fabc
#2 Bxb62fabc
#3 Bxb2fasbc
#1 Bxb2fabc

in
in
in
in

in

at @xb2398088534d thread T

__asan_

wotf2::
woff2::
woff2::
woftf2::

memcpy

Buffer::Read(unsigned char*, unsigned long) src/./buffer.h:86:7
{anonymous namespace)::ReconstructGlyf src/woff2 dec.cc:588
{anonymous namespace)::ReconstructFont src/woff2_dec.cc:917
ConvertWOFF2ToTTF src/woff2 dec.cc:1282

https://github.com/google/fuzzer-test-suite/tree/master/woff2-2016-05-06

Christopher Huth | 2023-01-25

libFuzzer fuzzes until a crash is found.
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https://github.com/google/fuzzer-test-suite/tree/master/woff2-2016-05-06

Optimization: Seeds

Seeds are initial (small and valid) test cases, so that the fuzzer does not have to start from thin air.
In our example the build.sh downloads the Roboto font as seed.

Z2LLVM
V~Q|NFRASTRUCTURE
S afl-fuzz -i seeds/ -o CORPUS- $ ./Swoff2-2016-05-06-fsanitize fuzzer

woff2-2016-05-06-afl/ ./woff2- CORPUS seeds

2016-05-06-afl

Roboto-
Regular.woff2
Christopher Huth | 2023-01-25 BOSCH



Optimization: Dictionaries

Dictionaries help the fuzzer by replacing part of the test case by a dictionary entry, rather than e.g.
random. Dictionary entries should be often used symbols and words by the target software.

There are multiple pre-built dictionaries available, e.g. for SQL, XML, JSON, ...
https://github.com/AFLplusplus/AFLplusplus/tree/stable/dictionaries

ALLVM
S AR

$ -x dict=DICTIONARY FILE $ ~dict=DICTIONARY FILE

json.dict

"0" ",0" ":0" "0:" "-1.2e+3"
"true" "false" "null" "\"\""
AT AT gt
Y
" o] "1
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https://github.com/AFLplusplus/AFLplusplus/tree/stable/dictionaries

Optimization: Parallelization

Z2LILVM
Run first fuzzer as ‘manager’ -M Run multiple libfuzzer processes in parallel with a
$ ./afl-fuzz -i seeds -o sync dir shared corpus directory.
-M fuzzer01l [...] $JOBS is by default half of available CPU cores
then, start up secondary instances $ ./$Swoff2-2016-05-06-fsanitize fuzzer

$ ./afl-fuzz -i seeds -o sync dir CORPUS -workers=$JOBS CORPUS

-S fuzzer02 [...]

$ ./afl-fuzz -1 seeds -o sync dir
-S fuzzer03 [...]

Each fuzzer will keep its state in a separate

subdirectory in sync dir, and the master
syncs all fuzzing instances.
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Optimization:
Grammar

= grammar can be implemented in custom mutators (libprotobuf-mutator) and/or harness
DEFINE_PROTO _FUZ7ER{const libfuzzer example::Msg& message) {

message Msg { J// Emulate a bug.

optional fleat opticnal_float = 1; if (message.optional string() == "FooBar" &%

optional uintb4 optional_uint6d = 2; message.optional uint&d() > 168 &%

optional string optional string = 3; Istd::isnan{message.optional float()) &%
¥ std::fabs(message.optional float()) > 1800 &&

std::fabs(message.optional float()) « 1E18) {
abort();
lj
h

— https://github.com/google/fuzzing/blob/master/docs/structure-aware-fuzzing.md
— there are some examples (PNG, protocol messages, SQLite, some stateful APIs)

Christopher Huth | 2023-01-25
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https://github.com/google/fuzzing/blob/master/docs/structure-aware-fuzzing.md

Agenda

1. Motivation

2. Theory
1. What is fuzzing?
2. How to talk about fuzzing?
3. What can be fuzzed?
4. What fuzzing types are there?
3. Practice
1. Toy example — set up a fuzz test
2. Real world example — optimize a fuzz test

4. Challenges and good practices
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Practical Challenges

* Find a suited fuzz target. = Speed up your fuzzing, as it relies on
= E.g. an API function, which consumes untrusted numerous of test case executions.
input under the control of a potential attacker. = Keeping the current test case corpora at a
= Write a fuzz test. relevant minimum.

= Parallelize your fuzz tests while working on the
same test corpora (synchronize and do regular
clean-ups).

= Connecting the software under test to the
fuzzing engine is manual work.

= E.g. harness can fuzz on unit, component, or o o
= Keep I/O communication at a minimum.

system level.
« Fuzzing results should be observable. = Provide a useful structure of the input.
= E.g. crashes in black-box fuzzing could be hard * Grammar, dictionary, and initial seeds
to detect. = No fixed value for timeout.
" Instrumentation can be hard (different = Typical tests vary from hours over days to
compilers, debug vs. productive software, weeks.

multiple processes)
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Challenge: How long should | fuzz?

= Short answer: it depends

THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

MY CODE'S COMPHANG.

N
EY! GET

7

OH. CARRY ON.

https://www.explainxkcd.com/wiki/index.php/303:

Compiling
https://nth10sd.github.io/js-fuzzing-in-mozilla/

Christopher Huth | 2023-01-25

= |Long answer:

®  Coverage over time usually follows an
asymptotic behaviour [2].
® You can always fuzz more [3].

®  Rule of thumb: to find the next bug you

525000

need exponentially more resources, Not s

linearly [1].

®"  You can only estimate the residual risk
when to stop fuzzing (as least as hard
as verification problem), but there is no
good estimator right now. [4]

475000
@
&
£ 450000
&
g
2
2 425000
5
)
£ 400000
a
3
g
U 375000
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325000

525000

[1] Marcel Bohme and Brandon Falk Fuzzing: On the Exponential s

Cost of Vulnerability Discovery

[2] Marcel Bohme STADS: Software Testing as Species
Discovery

[3] Liyanage et al., False Peaks: On the Estimation of Fuzzing
Effectiveness

[4] Bohme et al., Estimating Residual Risk in Greybox Fuzzing
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https://www.fuzzbench.com/reports/202
1-08-19-crash-s-7d/index.html
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Good Practices

Fuzz everything,

= but don’t generate false positives (e.g. use FuzzedDataProvider or FuzzTest).

Fuzz at least for a realistic threat, then dig deeper.

= The fuzz target should consume input which is under malicious control.

= E.g. HW system level testing: Fuzz components at least over the bus, optionally fuzz component’s internals
= E.g. SW component level testing: Fuzz components over interface, optionally fuzz internal methods

Validate your fuzz tests before fuzzing.

= The fuzz test should consume the generated input, the fuzz test should not crash for valid inputs, and code
coverage tracking of the fuzzer should work.

= Design your tests for testability and observable results.

Fuzz in parallel and synchronize corpora.

Help your fuzzer.
= Use a grammar, dictionary, and/or seeds. There exist prebuilt structures for fuzzing engines.

Christopher Huth | 2023-01-25 BOSCH


https://github.com/llvm-mirror/compiler-rt/blob/master/include/fuzzer/FuzzedDataProvider.h
https://github.com/google/fuzztest

<> Code (2) lssues 45 11 Pull requests 1 (® Actions [ Projects [0 Wiki (@ Security ===

Good Practices © Crote fuststym

FUZZTEST #10

() Summary
= Use fuzzing featureS. © build SElupj-cb . -
= afl++ has some amazing features, e.g. auto dictionary s
https://github.com/AFLplusplus/AFLplusplus#important-features-of-afl

Have multiple fuzz harnesses.
= Cover your system with multiple wrappers rather than with a single one.

Combine harnesses and features.

= E.g. fuzz the same harness with a vanilla fuzzer and with a grammar-based
fuzzer; and sync the corpus

Just start fuzzing.
= Actual fuzzer does not matter that much.

| Fuzzing time:

= More complex code -> more likely are bugs. e o GOl S G

Automate your fuzzing.

Christopher Huth | 2023-01-25 BOSCH


https://github.com/AFLplusplus/AFLplusplus#important-features-of-afl

Further Reading

= Short introduction to multiple analysis methods, focus on libFuzzer, some hands-on part (minimal
example and real-world software: suricata) https://academy.code-intelligence.com/p/fuzzing-101

= Recent years have seen the development of novel techniques that lead to dramatic improvements in
test generation and software testing. They now are mature enough to be assembled in a book — even
with executable code. https://www.fuzzingbook.org/

» Recent Papers Related To Fuzzing https://wcventure.github.io/FuzzingPaper/

» Fuzz your open source software in OSS-Fuzz | Documentation for OSS-Fuzz (google.github.io)

= Tools with active research/development are AFLplusplus/LibAFL (github.com) and google/centipede
(github.com)
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https://academy.code-intelligence.com/p/fuzzing-101
https://www.fuzzingbook.org/
https://wcventure.github.io/FuzzingPaper/
https://google.github.io/oss-fuzz/
https://github.com/AFLplusplus/LibAFL
https://github.com/google/centipede

Thank you!

More:
Automated security testing to provide more
protection from the start
Automated software testing by Bosch

https://www.bosch.com/stories/automated-security-testing/

| ® BOSCH

Christopher Huth

Corporate Sector Research and Advance Engineering
Security, Privacy & Safety

christopher.huth@bosch.com
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